International Journal of Engineering, Science and Information Technology
Volume 6 No. 3 (2026) pp. 92-98
ISSN 2775-2674 (online)
Website: http://ijesty.org/index.php/ijesty
DOL: https://doi.org/10.52088/ijesty.v6i3.1860
Research Paper, Short Communication, Review, Technical Paper

Scaling K5 BIG-IP Load Balancer Automation: Enterprise-
Grade Network Transformation Using Ansible and API-Driven
Orchestration

Uday Kumar Soma¥*
Independent Researcher, United States

*Corresponding author Email: udayk.soma@gmail.com

The manuscript was received on 25 September 2025, revised on 24 December 2025, and accepted on 11 January 2026, date of publication 17 July 2026

Abstract

Enterprise F5 BIG-IP load balancer estates, commonly spanning hundreds to thousands of Traffic Management Operating System devices
across geographically distributed data centers, represent a class of infrastructure management challenge where the gap between manual
operational capability and automation-required operational scale produces measurable security exposure, configuration drift risk, and
delivery velocity constraint. This article presents the engineering principles, implementation architecture, and empirical outcomes of
enterprise-scale F5 BIG-IP automation using Ansible and iControl REST API-driven orchestration, derived from the author's primary
research in automating a 2,500-device production estate across aviation and financial services operational environments. The article
addresses four critical automation engineering challenges: accurate dynamic inventory construction from multiple authoritative sources,
pre-deployment dependency validation, preventing silent configuration failures, post-execution state verification, distinguishing reported
success from actual convergence, and synchronization-aware orchestration for distributed Global Traffic Manager deployments through
four production failure case studies whose analysis yielded architectural improvements now forming the operational standards.
Performance outcomes from the author's enterprise deployments demonstrate estate-wide CVE remediation in 18 hours for a 2,500-device
estate (versus a six-to-eight-week manual baseline), configuration change success rates of 98.4% with a 1.2% rollback rate across 847
production change executions, and zero-downtime software upgrades across High Availability device pairs using boot location
management. The article further examines GitOps-based CI/CD integration, enabling application-speed F5 configuration changes through
pull-request governance, artificial intelligence-driven predictive maintenance for anomaly detection before the incident threshold is crossed,
and intent-based networking as a trajectory toward natural-language load-balancer policy management. The framework presented provides
the engineering foundation for architecturally enabling autonomous network operations for routine load-balancer management tasks.

Keywords: F5 BIG-IP Automation, Ansible, iControl REST API, Network Automation, GitOps.

1. Introduction

The operational management of enterprise F5 BIG-IP load balancer estates presents a class of infrastructure challenge distinct from the
management of individual devices or small collections of network appliances [1]. At scale, estates spanning hundreds or thousands of
Traffic Management Operating System (TMOS) devices across geographically distributed data centers [2], the cumulative per-device
management burden of manual configuration workflows, security patch cycles, and compliance verification creates operational constraints
qualitatively different from those in smaller environments [3][4]. These constraints manifest as security exposure windows measured in
weeks during critical vulnerability periods, configuration drift that diverges production device state from documented baselines on
timescales that manual auditing cannot track, and delivery velocity limitations that make load balancer changes the bottleneck in application
deployment pipelines [5][6].

Documented outcomes establish the quantitative stakes of these constraints. When the U.S. Cybersecurity and Infrastructure Security
Agency issued Emergency Directive 20-03 requiring remediation of CVE-2020-5902 (CVSS 10.0) in F5 BIG-IP TMUI within 24 hours
of disclosure, organizations managing 2,500-device estates through manual per-device workflows required six to eight weeks of scheduled
maintenance windows to achieve full remediation, during which period active exploitation of the vulnerability was documented by multiple
threat intelligence organizations [5]. The 42-to-56-day gap between the 24-hour directive and the six-to-eight-week manual remediation
reality represents not an operational efficiency gap but a security exposure whose consequence is measured in the probability of
compromise during the unpatched window.
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Ansible-based automation, integrated with F5's iControl REST API and BIG-IQ centralized management platform [7]It provides the
technical foundation for resolving these constraints at enterprise scale. The fSnetworks.f5_modules Ansible collection provides declarative
management modules for the complete BIG-IP configuration object model, virtual servers, pools, pool members, iRules, SSL profiles,
health monitors, persistence profiles, and GTM wide IP configurations [8], enabling engineers to express desired device state as idempotent
YAML playbooks that the Ansible execution engine applies consistently across estate-scale device populations [9][10].

However, the engineering literature on network automation at enterprise scale documents a consistent pattern: the operational value of
automation frameworks is not proportional to the sophistication of their configuration management capabilities but to the quality of the
engineering applied to four cross-cutting concerns: accurate dynamic inventory construction, pre-deployment dependency validation, post-
execution state verification, and synchronization-aware orchestration for distributed configuration systems. Automation frameworks that
rigorously address these concerns produce the outcomes documented in this article; frameworks that address only the nominal configuration
management use case encounter the failure modes documented in Section IV. This article presents the engineering architecture for all four
concerns, grounded in four production failure case studies and their resulting architectural improvements.

Section II reviews the literature on network automation, F5 ecosystem management, and Al-driven operations relevant to the framework
presented. Section III describes the automation architecture across inventory management, change execution, security compliance, and
observability. Section IV examines four case studies of production failures and the architectural improvements they prompted. Section V
presents performance outcomes from enterprise deployments. Section VI examines emerging directions, including GitOps integration, Al-
driven predictive maintenance, and intent-based networking.

2. Literature Review

The network automation literature spans three distinct research areas relevant to the enterprise F5 BIG-IP automation framework: network
configuration management and infrastructure-as-code methodology, Al and machine learning applications in network operations (AIOps),
and intent-based networking as the trajectory toward natural-language policy management [11][12][13]. Each area provides foundational
research that informs both the current framework and its projected evolution.

Network configuration management research establishes the theoretical basis for declarative infrastructure-as-code approaches.
Limoncelli's analysis of GitOps operational models [14] documented the organizational transformation enabled by version control as the
single source of truth for infrastructure configuration [15], demonstrating that GitOps workflows reduce change-related incidents by
eliminating the ambiguity between intended and actual device state that per-device manual management produces [16]. Clemm et al.'s
IETF network management framework established the formal model for intent-based network management, distinguishing between low-
level device configuration and high-level operator intent, a distinction that maps directly to the gap between iControl REST API
configuration management and the natural-language policy expression that emerging network automation platforms target [17]. Kim and
Shin demonstrated that SDN-based approaches to network automation reduce configuration error rates by 60—80% compared to CLI-based
management in large network estates through systematic empirical measurement, establishing the quantitative case for programmatic
configuration management [18].

The AlOps literature documents the progression from reactive incident response to predictive operations [19][20][21]. Dang et al.'s
examination of AIOps challenges in production environments identified anomaly detection from streaming operational telemetry as the
highest-value AIOps application for infrastructure management, demonstrating that ML models trained on historical device telemetry can
identify degradation patterns predictive of incidents with lead times of 30—90 minutes before threshold-based monitoring systems trigger
alerts [22]. Boutaba et al.'s comprehensive survey on machine learning for networking established that supervised learning approaches
achieve practical anomaly detection accuracy for network device metrics (memory utilization, CPU load, session counts, error rates) that
enables preemptive remediation before user-visible impact [23]. Ahmed et al.'s analysis of AlOps for IT incident risk prediction
demonstrated real-world deployability of ML-based predictive models in enterprise network operations contexts, with precision and recall
metrics sufficient for operational deployment without prohibitive false positive rates [24].

Intent-based networking research examines the architectural pathway from device-centric configuration to policy-level abstraction [25].
Leivadeas and Falkner's survey of intent-based networking systems documented the progression from intent specification through
interpretation, policy derivation, and device configuration, establishing the architectural layers that must exist between natural-language
operator intent and iControl REST API execution [26]. Brown et al.'s foundational research on few-shot learning for large language models
provided the empirical basis for LLM-assisted network configuration generation, demonstrating that LLMs can translate natural-language
network policy descriptions into structured configuration specifications with sufficient accuracy for practical use in intent-based network
automation systems [27]. Zheng et al.'s analysis of in-network machine learning using programmable network devices established that
intelligence can be embedded progressively closer to the data plane as hardware programmability increases [28].

The F5 BIG-IP operational literature addresses specific management challenges of the TMOS ecosystem. F5's BIG-1Q centralized
management platform research demonstrates that centralized control plane management reduces per-device management overhead by 60—
75% for estates of 50 or more devices, providing the economic justification for control plane investment as the prerequisite for automation
at scale [29]. Telemetry Streaming declarative onboarding research demonstrates real-time operational visibility through streaming metrics
to SIEM and observability platforms, enabling the correlation between automation change events and application behavior changes that
closes the feedback loop between change execution and outcome validation [30].

3. Methods

The automation architecture addresses five functional domains: dynamic inventory management, universal change workflow execution,
security compliance enforcement, zero-downtime software upgrade management, and GitOps-based CI/CD integration [31]. Performance
metrics throughout this article are derived from the author's primary research data from enterprise FS BIG-IP automation deployments at
American Airlines and from prior financial services deployments, where the author led the automation engineering program managing
2,500+ production TMOS devices.
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3.1. Dynamic Inventory Architecture

Accurate dynamic inventory is the foundational prerequisite for all subsequent automation operations [32]Playbooks running against
incorrect device lists apply changes to the wrong devices and miss devices that should have been updated, a failure mode whose
consequences scale linearly with estate size. The three-source dynamic inventory architecture synthesizes data from BIG-IQ centralized
management REST API (primary source for device enrollment, TMOS version, and HA role), iControl REST API queried directly per
device (real-time verification of actual device state), and network scanner discovery (detection of devices present in the network but absent
from the management inventory). The authoritative device list is constructed by reconciling all three sources, including discrepancies:
devices found by the scanner but absent from BIG-IQ, and devices whose iControl REST-reported TMOS version differs from BIG-1Q
records. These discrepancies surfaced as blocking alerts before any playbook execution.

ServiceNow CMDB integration provides operational context, enriching the technical inventory with criticality tier, assigned owner,
maintenance window schedule, and data center location, enabling wave-based deployment sequencing that applies changes to non-critical
devices first and progressively to Tier 1 production systems, with halt conditions based on per-wave success rate thresholds rather than
per-device exit codes [33].

3.2. Universal Change Workflow Architecture

All production configuration changes execute through a five-phase universal change workflow that enforces consistent pre-deployment
validation, atomic execution, and post-execution verification regardless of the specific change type being applied [34]. Phase 1 (Pre-flight
validation) performs non-destructive health checks on the target device: HA sync status must be "In Sync," pool member health must meet
the 80% minimum threshold, and the active connection count must be within the configured limits for the change type. Any pre-flight
failure halts execution for that device without attempting the change. Phase 2 (Backup) exports a full UCS archive to encrypted object
storage and verifies that the archive can be decrypted before proceeding. Phase 3 (Change execution) applies the change through the
appropriate Ansible module, capturing the API response and recording the execution result. Phase 4 (Post-execution validation) queries
device state via iControl REST to verify actual convergence, not just the API response, and records the result as one of five states:
CHANGE_APPLIED, CHANGE_VALIDATED, ROLLBACK_TRIGGERED, ROLLBACK_VERIFIED, ROLLBACK_FAILED.
Phase 5 (Observability publication) streams execution results and device health metrics to the Splunk monitoring platform and closes or
escalates the ServiceNow change record based on the execution outcome.

3.3. Security Compliance Enforcement Architecture

The weekly security compliance enforcement playbook executes against the complete production estate [35], evaluating each device against
the governed parameter set without requiring change window scheduling: compliance checks are read-only operations, and remediation
writes are tagged for wave-based execution during approved windows. Open Policy Agent admission controller integration enforces
compliance at the CI/CD pipeline stage, rejecting pull requests containing non-compliant TLS configurations before they reach the staging
deployment step. Table III presents the full set of governing parameters, with Ansible module references and verification methods.

Table 1. Production Failure Cases and Architectural Improvements
Root Cause Impact Architectural Improvement Implemented
Dynamic inventory excluded Three-source dynamic inventory: BIG-IQ

Case Study

140 production devices were

Inventory Mismatch
2,500-device estate

devices lacking BIG-1Q
enrollment; automation ran
against an outdated static list

missed in estate-wide
security remediation

API +iControl REST + network scanner;
discrepancy reporting before any
playbook execution

Rollback reported success (API

37-minute production

Five-state result model; mandatory post-

Silent Rollback call completed), but did not degradation; monitoring rollback live health verification;
Failure verify post-rollback state showed "healthy" during ROLLBACK_FAILED generates a P1
convergence failed rollback incident ticket instantly
Ansible iRule deployment did zz t}I::rIlltlil EZiizfllggl?:s;(s)trent Pre-deployment dependency resolution:
iRule Dependency not check for referenced data regex parse of iRule + iControl REST

Resolution Failure

groups on the target device

across online banking;
misdiagnosed as a DNS

validation of each referenced object
existence

fi 1 t .o
before deploymen routing issue

Sequential per-device weight
updates created transient GSLB
inconsistency windows visible to
DNS resolvers with different
TTL timing

72-hour persistent DNS load
imbalance; no health alerts
fired; root cause took days to
identify

Sync-suspend pattern: turn off GSLB
sync, update all devices simultaneously
via async tasks, re-enable sync, and
verify convergence

GTM
Synchronization
Race Condition

Table 2. Dynamic Inventory Data Sources and Trust Hierarchy

Data Source Integration Method Data Provided Trust Level Discrepancy Action
F5 BIG-1Q BIG-IQ REST API: Device list, TMOS . .

. . . Primary Baseline for all
Centralized /mgmt/cm/adc-core/working- version, HA role, sync (authoritative) reconciliation
Management config/ltm/virtual status, virtual server count

. Real-time TMOS version, . .
iControl REST Direct API: license status, hardware Verlﬁc?tlo.n Overrides BIG-1Q data if

. /mgmt/tm/sys/hardware + (authoritative real- . .

per-device . platform, pool member . divergence is detected
/mgmt/tm/sys/version time)

health

Device discovery,
SSH/HTTPS availability,
response latency

Network scanner
(nmap)

nmap scan of management IP
ranges: port 443 + 22 probe

Discovery (non-
authoritative)

Triggers an alert if a
device found by the
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scanner is not in the BIG-
1Q inventory

ServiceNow
CMDB

ServiceNow REST API:
cmdb_ci netgear table query

Assigned owner, data
center location,
maintenance window,
criticality tier

Contextual (non-
authoritative)

Alert if CMDB and BIG-
1Q device lists diverge by
more than 5%

Table 3. Security Compliance Parameters Governed by Automated Enforcement

Compliance Parameter

Standard

Enforcement
Mechanism

Ansible Module

Verification Method

TLS 1.0/ 1.1 disabled

PCIDSS 4.0 Req.
4.2.1; NIST SP 800-
52r2

bigip profile client s
sl: options no-tlsvl,
no-tlsvl-1

bigip profile client s
sl

iControl REST GET +
version check

Approved cipher suite

NIST SP 800-52r2;

ECDHE+AESGCM:E

bigip_profile client_s

Cipher suite list

orderin CIS BIG-IP CDHE+AES256:!1RC4 ol comparison
g Benchmark :13DES:!aNULL p
bigip_profile http:
. . OWASP Top 10 A05;  Strict-Transport- - HTTP response header
HSTS header insertion PCIDSS 4.0 Security max- bigip_profile http inspection
age=31536000
X-Frame-Options OWASP A03; NIST bigip_p roﬁ.l ¢_http: X- - HTTP response header
hserti SP 800-4412 Frame-Options bigip_profile http . i
insertion -44r’ SAMEORIGIN inspection
. Pre-flight check: >
Pool member Internal SRE policy; 80% healthy pool bigip_pool_member Pool member state

author-defined

count via iControl

minimum health % members required
before change

bigip_remote_syslog:

(query)

threshold REST

Syslog remote server SOC 2 CC7.2; PCI destination bigin remote svslo Syslog configuration
configuration DSS 10.5 management SIEM EIP_ —SYysiog verification query
platform

3.4. Zero-Downtime Software Upgrade Automation

BIG-IP software upgrades use the boot location model; each device maintains multiple independent storage partitions [36]Each is capable
of holding a complete TMOS installation, which provides the architectural basis for zero-downtime High Availability pair upgrades. The
upgrade automation executes a six-phase workflow: pre-flight validation (HA sync status "In Sync," pool member health > 80%, connection
count within thresholds), full UCS backup with decryption verification, upgrade of the currently standby device to the target TMOS version
on its secondary boot location and reboot, forced traffic failover making the upgraded device active, upgrade of the now-standby device,
and HA re-synchronization validation confirming both devices on target version with "In Sync" status. Rollback is a boot location selection
operation, rebooting to the previous partition executable at any phase if validation criteria are not met [37].

4. Results and Discussion

4.1. Production Failure Case Analysis and Architectural Evolution

Four production failure cases and their resulting architectural improvements are presented in Table I. These cases represent the failure
mode analysis that transformed the automation framework from a nominally correct implementation to a production-grade operational
capability. The cases demonstrate a consistent pattern: automation failures in enterprise network environments are not failures of the
automation logic itself but failures of the assumptions underlying automation: inventory completeness, change atomicity, state verification,
equivalence between reported and actual state, and distributed system synchronization awareness.

The GTM synchronization race condition case (Case 4 in Table I) warrants specific emphasis because it produced a failure mode that was
undetectable by the monitoring infrastructure in place: 72 hours of persistent DNS load imbalance with no health alerts, attributable to
sequential per-device GSLB configuration updates creating transient inconsistency windows that DNS resolvers with different TTL
expiration timing cached as different traffic distributions. The sync-suspend pattern implemented in response to turning off GSLB
synchronization, executing all device updates simultaneously through Ansible asynchronous tasks, re-enabling synchronization, and
verifying convergence before marking the change complete, eliminates the race condition by ensuring the synchronization group is never
in a partially updated state during a configuration change. This pattern applies to any distributed F5 configuration system where GSLB
synchronization is enabled.

4.2. Enterprise Deployment Performance Outcomes

The 18-hour estate-wide CVE remediation outcome for a 2,500-device estate achieved through the emergency patching runbook executed
against the pre-built automation framework represents the primary security posture quantification from the author's primary research data.
The same remediation, through manual per-device workflow scheduling, maintenance windows, coordination with application teams,
execution of per-device upgrade procedures, and validation of post-upgrade behavior, requires 6 to 8 weeks and results in an estimated
1,176- to 1,344-hour reduction in exposure per critical vulnerability event. For a threat actor operating on the documented exploitation
timeline of 24—72 hours following CVE publication, this exposure reduction directly determines whether the estate is compromised during
the active exploitation window.
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Across 847 production change executions in the monitored 12-month period, the automation framework achieved a 98.4%
CHANGE_VALIDATED success rate with a 1.2% rollback rate. The 0.4% of executions producing the ROLLBACK FAILED state,
representing changes where the rollback procedure did not restore the expected pre-change state, generated P1 incident tickets and an
engineering review within 15 minutes of detection, consistent with the five-state result model's design intent of distinguishing reported
success from actual state convergence. Configuration drift reduction, measured through weekly compliance enforcement runs, decreased
from a baseline of 12.3% of production devices having at least one out-of-compliance parameter to 0.8% following six months of automated
enforcement, representing an 93.5% reduction in compliance drift across the managed estate.

Table 4. Automation Execution Dashboard Metrics

Metric Definition Target Alert Condition Data Source
Threshold
Estate-wide Percentage of devices completing < 95% triggers post-run Ansible execution
change success change with CHANGE_VALIDATED >98% review; < 90% triggers .
. log + state tracking
rate state incident
1 0,
Mean playbook Wall-clock time from first task to last > baseline + 50% Ansible callback

execution time

task across all batches

Baseline + 20%

indicates performance
degradation in the estate

plugin timestamps

Emereency CVE Time from playbook invocation to < 18 hours for a > 24 hours triggers The author's
geney & estate-wide CHANGE_VALIDATED 2,500-device automation performance primary research
remediation time - .
state estate review data
. > 5% triggers playbook .
Rollback rate Percentterl?e (;figharlz)gnebz);icutlons <2% review; > 10% triggers Statse tsrtz(iimg
geenng automation hold Y
Post-ch:fmg§ Percentage of changes passing post- < 98% triggers review of Health check
health validation . . : >99% Lo .
success execution health verification validation logic playbook results
0, o 1 -
Inventory Percentage of devices where BIG-IQ o >3% triggers inventory Three source
. . . <1% rebuild before next reconciliation
discrepancy rate and iControl REST data disagree .
production run report

4.3. AI-Driven Predictive Maintenance and Intent-Based Networking

The Splunk Telemetry Streaming integration publishes real-time BIG-IP operational metrics, including request rates, SSL TPS, pool
member health state transitions, system memory and CPU utilization, and iRule execution statistics, to the centralized observability
platform in near-real-time. Anomaly detection models trained on 18 months of historical telemetry from the author's primary research data
demonstrate three predictive patterns with operational significance: gradually increasing memory utilization exceeding a defined rate-of-
change threshold predicts memory exhaustion events 4-8 hours before device-level impact; increasing SSL handshake failure rate predicts
certificate expiration or SSL profile misconfiguration 2—6 hours before health check threshold crossing; and increasing pool member health
check latency predicts backend application degradation 45-90 minutes before pool member marking as unavailable.

Preemptive remediation triggered by these predictive signals, rebooting a device with a memory leak pattern during the overnight low-
traffic window, initiating certificate renewal for a device exhibiting increasing SSL handshake failures, alerting application teams to
backend degradation before pool member withdrawal, prevents incidents rather than responding to them. The operational distinction
between predictive and reactive incident management is not an efficiency improvement but a qualitative change in the user experience:
users do not experience the degradation that a reactive framework responds to, because the degradation never reaches user-visible impact
thresholds.

Intent-based networking, as applied to F5 load balancer management, represents the direction of travel beyond the current Ansible-based
framework. The architectural capability required for intent translation, receiving a policy statement ("ensure all virtual servers serving
payment card data have TLS 1.3 enforced and HSTS with 12-month max-age"), and translating it to the specific iControl REST API calls
required to implement the policy across all affected virtual servers, is technically achievable through integration of LLM-based policy
interpretation with the Ansible collection execution layer described in this framework. Organizations that operationalize the Ansible
automation architecture today are building the execution layer that intent-based systems will orchestrate in the years ahead.

5. Conclusion

The operational transformation enabled by enterprise F5 BIG-IP automation at scale extends beyond efficiency metrics to represent a
qualitative change in the organization's security posture and operational capability. The reduction in estate-wide CVE remediation from
six to eight weeks to 18 hours is not an efficiency improvement; it is the elimination of the exploitation window that differentiates a
protected enterprise from a compromised one for the class of critical vulnerabilities that sophisticated threat actors exploit within hours of
public disclosure.

The four production failure case studies examined in Section III establish that enterprise-scale automation is a craft requiring disciplined
engineering across concerns that nominal automation implementations do not address: accurate multi-source dynamic inventory with
reconciliation discrepancy blocking, pre-deployment dependency validation that prevents silent configuration failures, post-execution state
verification using five-state result models rather than binary success/failure reporting, and synchronization-aware orchestration that
prevents race conditions in distributed configuration systems. Each failure mode, addressed through architectural improvement, produced
amore reliable framework for subsequent operations. The pattern of production failure driving architectural improvement is the mechanism
by which mature automation frameworks are built.

The GitOps integration pathway from Ansible playbook execution to CI/CD-integrated self-service F5 configuration changes governed by
OPA policy enforcement represents the organizational transformation that automation enables beyond individual operational efficiency.
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Network engineers transition from executing configuration changes to designing the automation systems, policies, and governance
frameworks that govern self-service change within defined boundaries. The trajectory from this operational model toward AI-driven
predictive maintenance and intent-based autonomous operations is not a distant architectural ambition; it is the logical extension of the
capability investments documented in this article, built on the automation foundations that enterprise deployments are establishing today.
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