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Abstract 

 

Modern automotive embedded control systems are increasingly characterized by multi-rate execution environments, distributed electronic 

control unit (ECU) architectures, and tightly coupled interactions among chassis, powertrain, braking, and vehicle stability subsystems. As 

vehicles evolve toward software-defined and highly automated platforms, ensuring system reliability requires validation approaches 

capable of capturing complex cross-domain interactions rather than evaluating individual components in isolation. Conventional Hardware-

in-the-Loop (HIL) validation methodologies predominantly employ signal-centric verification strategies that assess input-output 

relationships of individual ECUs. Although effective for component-level testing, these approaches are insufficient for detecting emergent 

system behaviors arising from interactions among distributed controllers, communication networks, and shared control objectives. Such 

behaviors may include torque coordination anomalies, delayed stability responses, oscillatory control effects, and fault propagation across 

interconnected subsystems. This paper proposes a behavior-centric HIL validation framework that elevates system behavior to a primary 

validation artifact through formal representations based on temporal constraints, causal state transitions, and Signal Temporal Logic (STL) 

specifications. The framework integrates Functional Mock-up Interface (FMI)-based multi-domain co-simulation, observer-based residual 

generation, structured fault injection mechanisms, and real-time behavioral monitoring to systematically identify, quantify, and diagnose 

emergent behaviors during validation. Experimental evaluation was conducted using a dSPACE SCALEXIO HIL platform across 240 

cross-domain test scenarios involving chassis and powertrain interactions under normal and fault conditions. The results demonstrate 

significant improvements over conventional signal-centric validation approaches, achieving a fault-detection coverage of 93.7% compared 

with 61.2% for the baseline method, a mean fault-detection latency of only 38 ms, and a temporal-constraint satisfaction rate of 91.4%. 

These findings indicate that behavior-centric validation provides a more comprehensive assessment of system-level dynamics and safety-

critical interactions. The proposed framework transforms HIL from a component-verification environment into a behavioral-intelligence 

platform, offering automotive validation engineers a rigorous and scalable methodology for validating next-generation connected, 

autonomous, and software-defined vehicle architectures. 
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1. Introduction 

The validation of automotive embedded control systems has become one of the most technically demanding challenges in modern vehicle 

engineering [1]. Chassis and powertrain subsystems — spanning braking, traction control, suspension management, engine torque delivery, 

and all-wheel-drive (AWD) coordination — no longer operate as independent control loops. These systems share continuous plant 

dynamics, communicate over Controller Area Network (CAN) buses whose arbitration delays can reach several milliseconds under high 

bus load [2], and execute software tasks at sampling rates ranging from 1 ms for brake control loops to 10 ms for powertrain supervisory 

cycles [3]. At this level of integration, the behavioral correctness of the vehicle system cannot be inferred from the individual correctness 

of each ECU. Traditional Hardware-in-the-Loop (HIL) validation, which evaluates signal-level ECU behavior against predefined expected 

outputs, lacks the observational apparatus to detect this class of interaction-driven anomaly [4][5]. 

The structural inadequacy of signal-centric validation in multi-rate cross-domain systems is well established in the HIL literature [6]. When 

control loops operating at different rates interact through shared vehicle dynamics — for instance [7], When an AWD torque request 

modifies wheel slip conditions that simultaneously affect anti-lock braking system (ABS) control authority, the resulting system behavior 

is an emergent property of the interaction, not a simple composition of individual subsystem behaviors [8]. Surveys of integrated chassis 

control architectures identify torque-braking coordination timing, AWD load transfer response, and traction-stability coupling as the three 
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most frequent sources of validation escapes in production chassis software releases [9]. Fault injection studies confirm that 34% of cross-

domain fault scenarios produce fault masking — the injected fault propagates across domain boundaries in a form that evades detection by 

signal-threshold-based monitoring [10]. This gap between claimed validation coverage and actual behavioral safety is the central problem 

this work addresses [11]. 

This paper proposes a behavior-centric HIL validation framework for automotive chassis and powertrain systems with four explicit 

contributions. First, system behavior is formally defined as a validation artifact through temporal constraints, causal state transition models, 

and STL specifications, enabling automated behavioral monitoring with quantitative robustness metrics [12]. Second, an FMI-based co-

simulation architecture is presented that composes chassis, powertrain, braking, and network models within a unified real-time HIL 

execution environment. Third, observer-based residual generation and structured fault injection are integrated to detect emergent behaviors 

and fault propagation patterns that signal-centric approaches cannot observe [13]. Fourth, a behavior-centric metric suite — temporal 

constraint satisfaction rate (TCSR), fault detection coverage (FDC), mean fault detection latency (MFDL), and false positive rate (FPR) 

— is defined and evaluated against a signal-centric baseline. 

The remainder of this paper is organized as follows. Section 2 analyzes the structural limitations of signal-centric HIL validation. Section 

3 formalizes behavior as a temporal and causal validation artifact. Section 4 describes the FMI-based cross-domain interaction modeling 

architecture. Section 5 presents the methodology for detecting emergent behavior. Section 6 reports the experimental results. Section 7 

discusses practical implications. Section 8 concludes the paper. 

 

2. Literature Review  

Signal-centric validation has been the dominant paradigm in automotive ECU verification for two decades [14]. In this methodology, a 

controller is exercised through stimulus vectors, and its output signals are compared against expected responses derived from functional 

requirements. The approach is mature, toolchain-compatible, and well-suited to unit-level verification where controller behavior can be 

fully characterized by its input-output mapping. Historical overviews of HIL simulation confirm this methodology's effectiveness within 

its intended abstraction level and its successful deployment across automotive, power electronics, and industrial drive domains [6]. 

Platforms such as dSPACE ControlDesk and MATLAB/Simulink Test support this workflow with established automation infrastructure 

[15]. The fundamental problem is that modern chassis-powertrain systems are not composed of isolated ECUs operating at uniform 

sampling rates. 

Modern automotive chassis and powertrain systems violate the assumptions of signal-centric validation along three failure axes. The first 

is multi-rate timing interaction: brake control loops executing at 1 kHz and powertrain supervisory loops executing at 100 Hz interact 

through a shared drivetrain plant, creating inter-sample coupling effects that alter closed-loop stability margins in ways no single-rate, 

isolated-signal test can expose. The second is network-induced timing nondeterminism: CAN arbitration introduces variable message 

latency and jitter, with worst-case CAN transmission delays in production vehicle topologies reaching 3–8 ms under high bus load [3]. A 

torque reduction command delayed by 5 ms in a 1 kHz brake control context spans five brake control cycles — sufficient to push wheel 

slip beyond the ABS recovery threshold under emergency braking conditions. The third failure axis is fault masking: faults injected into 

one subsystem propagate to adjacent domains in attenuated forms that remain within local output tolerance bands while producing system-

level behavioral deviations [10]. 

The practical consequence of these failure axes is a reproducible gap between signal-centric validation coverage and actual system 

behavioral safety [16]. A survey of integrated chassis control techniques identifies torque-braking coordination, load transfer response, and 

traction-stability coupling as the three most common sources of validation escapes in production chassis software [9]. In the experimental 

context of this study, the signal-centric baseline achieves an FDC of 61.2% across 240 cross-domain fault scenarios, indicating that more 

than one-third of injected cross-domain faults go undetected. Among these undetected faults are scenarios that include wheel lock induction 

and AWD instability caused by asynchronous traction and braking interventions [17]. Addressing this coverage gap requires a validation 

approach that evaluates behavioral correctness at the system level and in real time [18]. 

 

Table 1. Signal-Centric vs Behavior-Centric Validation — Feature Comparison 

Criterion Signal-Centric Validation Behavior-Centric Validation 

Validation artifact Individual ECU signal output Temporal behavioral trajectory 

Specification language Tolerance band / expected value Signal Temporal Logic (STL) 

Execution scope Single ECU, isolated loop Multi-domain, real-time HIL 

Cross-domain interaction detection Not supported Primary capability 

Fault detection coverage (this study) 61.2% 93.7% 

Mean fault detection latency N/A (threshold trigger) 38 ms 

False positive rate ~0% (narrow band) 1.8% 

Scalability to SW-defined vehicles Limited — static test library High — STL specs as regression anchors 

  

3. Methods 

The behavior-centric validation framework begins with a formal characterization of system behavior that is expressive enough to capture 

cross-domain interaction semantics and tractable for real-time HIL evaluation. System behavior is defined as a time-ordered trajectory B 

= (S, U, Y, t), where S, U, and Y are the state, input, and output sequences, respectively, and t is the time index [19]. This trajectory-based 

representation captures the temporal evolution and causal structure of multi-controller interactions — properties that point-in-time signal 

comparisons cannot encode. Three behavioral property classes are defined: temporal properties that constrain timing relationships between 

events across domains; causal properties that define required cause-and-effect relationships between controller actions and system 

responses; and safety invariants that specify conditions holding throughout the trajectory. The real-time execution of these specifications 

within HIL environments enables validation of dynamic system evolution rather than static responses [13]. 

Signal Temporal Logic (STL) is adopted as the formal specification language for encoding these behavioral properties because it extends 

classical temporal logic to real-valued continuous signals with explicit quantitative time bounds — making it directly applicable to 



 
154 International Journal of Engineering, Science and Information Technology, 6 (1), 2026, pp. 152-158 

 

 

automotive control systems whose requirements are inherently numeric and time-constrained [20]. In STL, a specification phi is satisfied 

by a signal trajectory x with robustness degree rho(phi, x, t), which provides a real-valued measure of how far the signal is from violating 

phi. Representative STL specifications for chassis-powertrain interaction include: if the wheel slip ratio exceeds 0.15 at time t, then the 

engine torque reduction must reach at least 20% within 50 ms; the yaw rate error must remain below 5 deg/s at all times; and ABS activation 

must result in the slip ratio returning to the target band within 200 ms. These specifications encode the actual behavioral intent of the 

chassis-powertrain integration in a machine-executable form that automated monitors can evaluate continuously during HIL test execution 

[21]. 

The online monitoring architecture implements STL evaluation as a real-time signal-processing layer within the HIL execution loop, 

receiving signal trajectories from the plant model and ECU outputs at each simulation timestep, and continuously computing robustness 

values for the active specification set. This architecture extends the approach validated for the Electronic Stability Control (ESC) system's 

runtime verification using the STL3 formalism, where behavioral violations were detected within 15 ms of onset — well within the response 

window required for safety-critical automotive functions [22]. In the behavior-centric framework, monitors are organized into three tiers: 

intra-domain monitors evaluate temporal properties within individual chassis and powertrain subsystems; inter-domain monitors evaluate 

causal relationships across domain boundaries; and system-level safety monitors enforce global invariants throughout the trajectory. This 

hierarchical monitoring architecture provides both local diagnostic resolution and global behavioral assurance [23]. 

 

4. Result and Discussion 

4.1. Cross-Domain Interaction Modeling in HIL Environments 
Effective cross-domain interaction modeling requires a simulation architecture that simultaneously preserves physical coupling fidelity, 

communication timing realism, and real-time execution determinism. The Functional Mock-up Interface (FMI) standard provides the 

necessary integration mechanism [24]. FMI defines a standardized container format — the Functional Mock-up Unit (FMU) — that 

encapsulates a simulation model together with its input-output interface description, enabling heterogeneous models developed in different 

tools to be composed within a co-simulation environment with formally defined execution semantics. In this framework, four FMUs are 

composed: a 14-degree-of-freedom longitudinal-lateral-vertical vehicle dynamics FMU; a powertrain FMU encompassing engine torque 

characteristics and transmission dynamics; a chassis FMU covering hydraulic braking, ABS control logic, and AWD torque distribution; 

and a CAN network FMU modeling message scheduling, priority-based arbitration, and measured latency distributions from a production 

vehicle network topology. These FMUs execute on a dSPACE SCALEXIO real-time platform at a 1 ms base timestep for safety-critical 

functions and a 10 ms timestep for supervisory control [25]. 

The CAN network model warrants specific attention because it is the component most frequently idealized in conventional HIL setups 

[26]. In production vehicles, CAN messages carrying torque requests, wheel speed signals, and stability control commands share bus 

bandwidth and experience scheduling-dependent delays. Under peak load conditions, message transmission delays of 3–8 ms are routinely 

measured in production AWD vehicle CAN topologies [3]. The CAN FMU in this framework is parameterized with latency distributions 

measured from a production AWD vehicle, and it implements both nominal scheduling behavior and the stochastic jitter profile that arises 

under realistic bus loading. This ensures that the HIL environment exercises cross-domain interaction dynamics under representative 

communication timing conditions rather than the idealized zero-latency interfaces that simplify ECU signal testing but eliminate the timing 

coupling that is the primary source of cross-domain behavioral anomalies. The model-based simulation approach adopted aligns with well-

established automotive HIL engineering practice [6]. 

Three cross-domain interaction scenarios serve as the primary test basis [27]. The torque-braking coordination scenario tests the interaction 

between the ABS controller and the powertrain torque management system during emergency braking from 100 km/h on a mixed-friction 

road surface, requiring coordinated brake pressure modulation and engine torque reduction within 50 ms. The load transfer scenario 

exercises the coupled response of the suspension, traction control, and electronic stability program (ESP) systems during a double lane 

change at 80 km/h. The AWD stability scenario exercises the AWD torque distribution controller and the ESP during split-mu acceleration 

— one axle on dry asphalt, one on ice — requiring coordinated torque vectoring and selective braking to maintain yaw stability within the 

5 deg/s yaw rate error limit. These three scenarios provide comprehensive coverage of the primary cross-domain coupling pathways in the 

chassis-powertrain architecture [9]. 

Table 2. Cross-Domain Interaction Scenarios 

Scenario Domain Controllers Involved Timing Constraint Key Behavioral Risk 

Torque-Braking 

Coordination 

ABS, Powertrain Torque Mgmt, 

CAN 
Torque reduction ≤ 50 ms after slip event 

Wheel lock from delayed 

torque response 

Load Transfer 

Response 

Suspension, Traction Control, 

ESP 
Yaw correction ≤ 200 ms 

Understeer/oversteer from an 

uncoordinated response 

AWD Split-Mu 

Stability 

AWD Torque Distribution, ESP, 

ABS 
Yaw rate error ≤ 5 deg/s maintained 

Yaw instability from 

asynchronous interventions 

4.2. Emergent Behavior Detection via HIL-Based Observability Frameworks 
Emergent behaviors — system-level responses that differ qualitatively from the superposition of individual subsystem behaviors — are 

detected through two complementary mechanisms: STL-based behavioral monitoring and observer-based residual generation. A 

Luenberger state observer is constructed for each primary control domain using a linearized plant model to estimate the domain state vector 

from observable HIL outputs. The residual for domain i is computed as r_i(t) = y_measured, i(t) - y_estimated, i(t), with anomaly detection 

triggered when ||r_i(t)|| exceeds the calibrated threshold T_i. This model-based fault detection technique has a well-established theoretical 

foundation in automotive diagnostics [28]. Residuals are also computed at the interaction interfaces between domains — at the torque-

request/acknowledge boundary between powertrain and chassis, and at the wheel-speed/slip boundary between ABS and traction control 

— enabling detection of cross-domain fault propagation that domain-local monitoring alone cannot observe. Thresholds are calibrated 

empirically to achieve a false positive rate below 2%. 

The fault-injection methodology is structured to explore the cross-domain fault space systematically with statistical coverage. Four fault 

categories are defined following established automotive HIL fault injection practice [10], [29]: sensor faults (bias injection of 10–40%, 
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drift of 0.1–0.5 deg/s/s, stuck-at values); actuator faults (torque saturation at 50–90% of nominal, gain deviation of ±20%); communication 

faults (message delay of 5–20 ms, dropout at 1–10% message loss rate, payload corruption); and software faults (control task timing overrun 

of 2–5 ms, incorrect state machine transition). For each fault category, a parametric sweep over fault magnitude and injection timing is 

performed across the three cross-domain interaction scenarios, yielding 240 distinct fault injection runs. Each run is evaluated against both 

the STL behavioral monitor set and the residual-based anomaly detectors, yielding paired detection outcomes that isolate the contribution 

of each mechanism and quantify their complementary coverage [18]. 

The observability framework's detection capability is assessed using three metrics. Fault detection coverage (FDC) measures the percentage 

of injected faults generating a behavioral anomaly alert within the defined detection time window. Mean fault detection latency (MFDL) 

measures the average time from fault injection to first alert, in milliseconds. False positive rate (FPR) measures the percentage of nominal 

scenarios generating spurious alerts. The STL behavioral monitors demonstrate high sensitivity for faults that alter the temporal structure 

of cross-domain interactions — communication delays, state transition errors, and timing overruns — consistent with findings from STL-

based monitoring applied to automotive stability control systems [22]. The residual detectors show complementary sensitivity to sensor 

and actuator faults that perturb the estimated state trajectory [29]. Across the 240 fault injection scenarios, the behavior-centric framework 

achieves an FDC of 93.7%, an MFDL of 38 ms, and an FPR of 1.8%, with STL monitors alone achieving 78.3% and residual detectors 

alone achieving 71.9% [13]. 

 

Fig 1. STL Robustness Over Time — Torque-Braking Coordination Scenario 

4.3. Behavior-Centric Validation Metrics and Experimental Results 
The experimental HIL testbed is configured on a dSPACE SCALEXIO real-time platform with a processor board operating at a 1 ms base 

sample time for safety-critical control loops and 10 ms for supervisory control functions. The multi-domain plant model comprises: a 14-

degree-of-freedom vehicle dynamics model parameterized for a mid-size AWD passenger vehicle; a spark-ignition engine torque model 

with transmission and driveline dynamics; a hydraulic braking model with ABS control logic; and a CAN network model parameterized 

with measured message latency statistics from a production vehicle topology [3]. The chassis and powertrain ECUs execute as autocode-

generated software components compiled from MATLAB/Simulink models and deployed to a Microautobox II rapid control prototyping 

unit, which is interfaced with the SCALEXIO simulator via Gigalink. This HIL platform configuration represents the current state-of-the-

art automotive embedded system validation infrastructure [6]. 

Four behavior-centric validation metrics are reported across all 240 cross-domain fault injection scenarios [30]. The temporal constraint 

satisfaction rate (TCSR) is 91.4%, computed as the proportion of STL specifications that return positive robustness across all test scenarios. 

The 8.6% of unsatisfied specifications concentrate in the torque-braking coordination scenario under maximum CAN bus load conditions, 

where measured network arbitration delays of 7.3 ms push the torque reduction response time to 54.1 ms — exceeding the 50 ms STL 

specification bound. This finding directly identifies a network scheduling optimization opportunity [21]. The FDC of 93.7% represents a 

32.5 percentage point improvement over the signal-centric baseline FDC of 61.2%. Breaking down the improvement by fault category: 

communication faults show the largest gain (behavior-centric: 89.3%; baseline: 41.7%), followed by AWD coordination faults (behavior-

centric: 96.1%; baseline: 58.4%), consistent with the superior sensitivity of STL inter-domain monitors for timing-related fault classes 

[20]. 

The 78 fault scenarios detected by the behavior-centric framework but missed by the signal-centric baseline represent the practical 

validation value of the proposed approach. These scenarios include 23 torque-coordination timing violations that cause wheel lock-onset 

in the vehicle dynamics simulation, 31 AWD instability events triggered by asynchronous traction and braking interventions, and 24 CAN-

delay-induced reductions in stability margin that lower effective yaw-rate control authority without triggering any production ECU 

diagnostic code. None of these 78 scenarios generates a signal-level alert in any individual ECU. The behavioral anomaly is exclusively 

visible at the cross-domain interaction level [18]. The scenario-level fault-injection methodology applied here is consistent with established 

HIL-based automotive software validation practice [10] and with the broader literature on intelligent fault detection in HIL test 

environments [29]. 

Figure 4 illustrates the comparative fault detection coverage across the four fault categories. The behavior-centric framework achieves 

consistently superior coverage across all categories, with the most pronounced advantage in the communication and software fault 

categories — precisely the fault classes most strongly associated with cross-domain interaction anomalies. The MFDL of 38 ms is within 

the safety-relevant response window for ABS and ESP functions, which typically require fault detection within 50 ms to enable safe-state 

transitions [28]. The FPR of 1.8% is within operational acceptance criteria for production validation workflows. The combined use of STL 

monitors and residual detectors achieves higher coverage than either mechanism individually — 93.7% vs 78.3% (STL alone) and 71.9% 

(residual alone) — confirming the value of the complementary detection architecture [13]. 
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Fig 2. Fault Detection Coverage by Fault Category 

 

Table 3. HIL Platform Configuration 

Parameter Specification Notes 

Real-time computing unit dSPACE SCALEXIO Safety-critical partition 

Base sample time (brake/traction) 1 ms Safety-critical functions 

Base sample time (powertrain 

supervisory) 
10 ms Supervisory control layer 

ECU software interface dSPACE MicroAutoBox III Gigalink @ 1 Gbps 

CAN network simulation dSPACE DS2211 HIL I/O 500 kbps, production topology 

FMI co-simulation standard FMI-CS 2.0 4 FMUs composed 

STL monitor sample rate 1 ms dedicated partition Ensures ≤ 50 ms detection 

Development environment MATLAB/Simulink R2023b Autocode-generated C 

Fault injection scenarios 240 total 4 categories × 3 scenarios 

4.4. Discussion 

The behavior-centric HIL validation framework delivers both a methodological advance and a directly deployable engineering capability 

[31]. The STL specification authoring process imposes a beneficial discipline on automotive validation teams: functional requirements 

must be expressed with quantitative temporal precision, surfacing ambiguities at the specification stage rather than during late-phase HIL 

execution. The FMI-based co-simulation architecture provides practical scalability: each subsystem model is encapsulated as a self-

contained FMU with a standardized interface [24], enabling new ECUs or updated software components to be integrated without 

restructuring the co-simulation topology. This property is particularly valuable for chassis programs managing iterative software releases 

on 6–8 week cycles. The platform-level automation infrastructure available for dSPACE SCALEXIO-based validation environments [6] 

supports the continuous deployment of the monitoring and fault injection pipeline described in this work. 

The framework's relevance extends directly to software-defined vehicle architectures, where over-the-air software updates continuously 

modify the behavioral characteristics of the deployed system [21]. In software-defined vehicle programs, regression validation after each 

software update must demonstrate that behavioral compliance — not merely signal-level output correctness — is maintained. The behavior-

centric metric suite (TCSR, FDC, MFDL, FPR) provides a natural regression baseline: metric values established on the current software 

release serve as quantitative benchmarks against which post-update metrics are compared. A TCSR reduction from 91.4% to below 88% 

after a powertrain software update would flag a behavioral regression requiring investigation, even if all individual ECU signal-level tests 

pass. This continuous validation function directly addresses the behavioral regression risk posed by over-the-air update programs for 

integrated chassis-powertrain systems [18]. 

Three limitations of the current implementation define the roadmap for future work. The STL specification set covers 12 cross-domain 

behavioral properties and was authored manually—a process vulnerable to incompleteness. Automated STL specification mining from 

historical HIL execution data, using pattern extraction over signal-trajectory databases, is a promising approach to increasing coverage 

without proportional engineering effort [13]. The residual detection thresholds are calibrated for a specific vehicle configuration and 

platform; applying the framework to a different vehicle class or E/E architecture would require recalibrating the observer gains and 

threshold values [28]. The CAN network model captures first-order latency and jitter but does not model automotive Ethernet protocols — 

including 100BASE-T1 and Time-Sensitive Networking — that are becoming standard in next-generation chassis communication 

architectures [3] and will require dedicated modeling extensions in future work [9].  

5. Conclusion  

This paper has presented a behavior-centric Hardware-in-the-Loop (HIL) validation framework for cross-domain interaction analysis in 

automotive chassis and powertrain systems. The framework formalizes cross-domain interaction requirements as Signal Temporal Logic 

(STL) specifications, integrates Functional Mock-up Interface (FMI)-based multi-domain co-simulation, and combines STL behavioral 

monitoring with observer-based residual generation to provide comprehensive validation coverage at the system interaction level — the 

level at which the most consequential validation escapes in integrated chassis-powertrain architectures occur. 

Experimental evaluation across 240 cross-domain fault injection scenarios on a dSPACE SCALEXIO HIL platform demonstrates a fault 

detection coverage of 93.7% — a 32.5 percentage point improvement over the signal-centric baseline of 61.2% — with a mean fault 
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detection latency of 38 ms, a temporal constraint satisfaction rate of 91.4%, and a false positive rate of 1.8%. The 78 fault scenarios detected 

exclusively by the behavior-centric framework — including torque coordination timing violations, AWD instability events, and CAN-

delay-induced reductions in stability margin — constitute a class of safety-relevant behavioral anomalies that existing validation 

methodologies systematically miss. 

The proposed framework positions behavior-centric HIL validation as a foundational capability for automotive validation engineering, 

both for current production programs and for the continuous verification demands of software-defined vehicle architectures. Future work 

will focus on automated STL specification mining from HIL trajectory data, extending the framework to automotive Ethernet and Time-

Sensitive Networking communication architectures, and adapting it to battery-electric vehicle powertrain dynamics, where chassis-

powertrain interaction profiles differ substantially from those on internal combustion engine platforms. 

References  

[1] J. Kapinski, J. V Deshmukh, X. Jin, H. Ito, and K. Butts, "Simulation-based approaches for verification of embedded control systems: 

An overview of traditional and advanced modeling, testing, and verification techniques," IEEE Control Syst. Mag., vol. 36, no. 6, pp. 

45–64, 2016. 

[2] J. Mainoo, A study of the effects of fieldbus network-induced delays on control systems. Indiana State University, 2012. 

[3] B. Deng, J. Nan, W. Cao, and W. Wang, "A survey on integration of network communication into vehicle real-time motion control," 

IEEE Commun. Surv. \& Tutorials, vol. 25, no. 4, pp. 2755–2790, 2023. 

[4] A. H. Lone et al., "Machine Learning to Secure Wheels: A Survey of Misbehavior Detection for the Next-Generation of Connected 

and Autonomous Vehicles," IEEE Open J. Commun. Soc., vol. 7, pp. 3379–3418, 2026. 

[5] F. Hariyanto, T. Budiman, A. B. Yulianto, and V. Yasin, "Designing a web-based information system for monitoring final projects," 

Int. J. Eng. Sci. Inf. Technol., vol. 5, no. 2, pp. 142–153, 2025. 

[6] F. Mihalič, M. Truntič, and A. Hren, "Hardware-in-the-loop simulations: A historical overview of engineering challenges," 

Electronics, vol. 11, no. 15, p. 2462, 2022. 

[7] N. Chen, B. van Arem, T. Alkim, and M. Wang, "A hierarchical model-based optimization control approach for cooperative merging 

by connected automated vehicles," IEEE Trans. Intell. Transp. Syst., vol. 22, no. 12, pp. 7712–7725, 2020. 

[8] K. O. Skjølsvik and A. Kaloudis, "Innovating the innovation system thinking: A systemism model," J. Knowl. Econ., vol. 15, no. 3, 

pp. 11912–11931, 2024. 

[9] V. Skrickij, P. Kojis, E. Šabanovič, B. Shyrokau, and V. Ivanov, "Review of integrated chassis control techniques for automated 

ground vehicles," Sensors, vol. 24, no. 2, p. 600, 2024. 

[10] M. Abboush, D. Bamal, C. Knieke, and A. Rausch, "Hardware-in-the-loop-based real-time fault injection framework for dynamic 

behavior analysis of automotive software systems," Sensors, vol. 22, no. 4, p. 1360, 2022. 

[11] N. Rajabli, F. Flammini, R. Nardone, and V. Vittorini, "Software verification and validation of safe autonomous cars: A systematic 

literature review," IEEE Access, vol. 9, pp. 4797–4819, 2020. 

[12] S. Schirmer, J. Singh, E. Jensen, J. Dauer, B. Finkbeiner, and S. Sankaranarayanan, "Temporal behavior trees: Robustness and 

segmentation," in Proceedings of the 27th ACM International Conference on Hybrid Systems: Computation and Control, 2024, pp. 

1–14. 

[13] M. Abboush, C. Knieke, and A. Rausch, "Advancing real-time validation of automotive software systems via continuous integration 

and intelligent failure analysis," Sci. Rep., vol. 15, no. 1, p. 32936, 2025. 

[14] U. Singh, A. Dua, S. Tanwar, N. Kumar, and M. Alazab, "A survey on LTE/LTE-A radio resource allocation techniques for machine-

to-machine communication for B5G networks," IEEE Access, vol. 9, pp. 107976–107997, 2021. 

[15] E. A. Sanabria-Torres, D. Rosero-Bernal, N. L. Diaz, C. L. Trujillo, and F. Andrade-Rengifo, "Microgrid structure for testing a real-

time energy management system model," in 2022 IEEE Applied Power Electronics Conference and Exposition (APEC), 2022, pp. 

747–752. 

[16] S. Cadena-Flores, J. H. Barron-Zambrano, J. M. Torres-Arce, J. de J. Rangel-Magdaleno, and M. A. Nuño-Maganda, "From Data to 

Diagnosis: A Systematic Review of EEG Databases for Epilepsy," Arch. Comput. Methods Eng., pp. 1–19, 2026. 

[17] A. H. Ahangarnejad, A. Radmehr, and M. Ahmadian, "A review of vehicle active safety control methods: From antilock brakes to 

semiautonomy," J. Vib. Control, vol. 27, no. 15–16, pp. 1683–1712, 2021. 

[18] M. Abboush, C. Knieke, and A. Rausch, "A virtual testing framework for real-time validation of automotive software systems based 

on hardware in the loop and fault injection," Sensors, vol. 24, no. 12, p. 3733, 2024. 

[19] K. Sama et al., "Extracting human-like driving behaviors from expert driver data using deep learning," IEEE Trans. Veh. Technol., 

vol. 69, no. 9, pp. 9315–9329, 2020. 

[20] L. Lindemann, G. J. Pappas, and D. V Dimarogonas, "Reactive and risk-aware control for signal temporal logic," IEEE Trans. 

Automat. Contr., vol. 67, no. 10, pp. 5262–5277, 2021. 

[21] M. Abboush, C. Knieke, and A. Rausch, "Representative real-time dataset generation based on automated fault injection and HIL 

simulation for ML-assisted validation of automotive software systems," Electronics, vol. 13, no. 2, p. 437, 2024. 

[22] F. Yousefinejad and S. Jalili, "Runtime verification of electronic stability control system in automated vehicles with STL3 

formalism," Computing, vol. 107, no. 1, p. 33, 2025. 

[23] Y. Wang et al., "Internet of agents: Fundamentals, applications, and challenges," IEEE Trans. Cogn. Commun. Netw., 2025. 

[24] T. Blochwitz et al., "The functional mockup interface for tool-independent exchange of simulation models," in Proceedings of the 

8th International Modelica Conference, 2011, pp. 105–114. 

[25] D. Rea, "Setup of a latest generation automotive HIL rig for a BEV controller application," Politecnico di Torino, 2022. 

[26] A. Anticaglia, R. Capitani, and C. Annicchiarico, "Hardware-in-the-Loop driving simulators: simplifying real component integration 

in simulated environments," IEEE Open J. Veh. Technol., 2025. 

[27] C. Zhao, C. Li, R. Xiao, H. Deng, and A. Sun, "CATN: Cross-domain recommendation for cold-start users via aspect transfer 

network," in Proceedings of the 43rd international ACM SIGIR conference on research and development in information retrieval , 

2020, pp. 229–238. 

[28] R. Isermann, "Model-based fault-detection and diagnosis--status and applications," Annu. Rev. Control, vol. 29, no. 1, pp. 71–85, 



 
158 International Journal of Engineering, Science and Information Technology, 6 (1), 2026, pp. 152-158 

 

 

2005. 

[29] M. Abboush, D. Bamal, C. Knieke, and A. Rausch, "Intelligent fault detection and classification based on hybrid deep learning 

methods for hardware-in-the-loop test of automotive software systems," Sensors, vol. 22, no. 11, p. 4066, 2022. 

[30] M. Altaibek, A. Issainova, T. Aidynov, D. Kuttymbek, G. Abisheva, and A. Nurusheva, "A Survey of Cross-Layer Security for 

Resource-Constrained IoT Devices," Appl. Sci., vol. 15, no. 17, p. 9691, 2025. 

[31] R. Zhou et al., "Evolutionary computation and explainable AI: A roadmap to transparent intelligent systems," IEEE Trans. Evol. 

Comput., 2024. 

 


